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ABSTRACT

The bloom filter method for privacy preserving record link-
age [24] has been shown to be both efficient, and pro-
vide equivalent linkage quality to that achievable with un-
encoded identifiers [23]. However in some situations, the
bloom filter method may be vulnerable to frequency attacks,
which could potentially leak identifying information [18]. In
this paper we extend the bloom filter protocol to include a
homomorphic encryption step which removes the vulnerabil-
ity to frequency attacks. We evaluate our method by con-
ducting a de-duplication of emergency presentation data.

Categories and Subject Descriptors
H.2.7 [Database Management]: Database Administra-
tion - Security, integrity, and protection

General Terms
Algorithms, Security

Keywords
Record linkage, privacy preserving record linkage, homomor-
phic encryption

1. INTRODUCTION

Record linkage is the process of identifying which person-
based records from disparate data collections belong to the
same individual. Throughout Australia, numerous opera-
tional record linkage units carry out this process, provid-
ing linked datasets to researchers, administrators and plan-
ners. Traditionally, linkage for research purposes has pre-
dominantly focused on the health sector, where it has had a
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significant impact on medical knowledge, and led to changes
in health policy [5].

Administrative health data is highly sensitive, containing
both medical and personal information collected about an
individual during contact with health services and systems.
The use of record linkage methods which implement pri-
vacy preserving techniques aims to satisfy privacy concerns
regarding the release of named information, while allowing
record linkage to take place.

Privacy preserving record linkage involves conducting record
linkage on ‘scrambled data’, whereby records are identified
as belonging to the same individual without the disclosure of
personally identifying information. While these techniques
provide safeguards around spontaneous recognition, they do
not completely remove the privacy risk associated with large
and complex datasets which are still susceptible to disclosure
through unique combinations of the ‘content’ data.

Privacy preserving record linkage has recently become a pop-
ular area of research, with an array of protocols emerging.
These protocols differ in their methods, maturity, practical-
ity and suitability for large scale linkages. Comprehensive
reviews of these methods exist in the literature [29].

1.1 Privacy preserving protocols - differences

and requirements

Privacy preserving protocols can be divided into which
utilise the data owners only (often known as two-party pro-
tocols) and those which include one or more independent
third parties, who do not own data (often known as three-
party protocols). Under a two-party protocol, only the or-
ganisations that hold data are involved in the linkage pro-
cess. Under a three party model, data custodians provide
encoded or encrypted data to an independent third party,
which perform a specialised linkage of this data.

In Australia, when linking administrative data, the useful-
ness of two-party protocols appears limited. Two-party pro-
tocols require data custodians to take a substantial and ac-



tive part in the linkage process. However, data custodians
exist to manage the quality and security of their collections
and linking data is not part of their core business. While
custodians are often happy for their datasets to be used for
linked research, they typically do not have the resources to
undertake linkage themselves, and in many cases conducting
linkage does not offer them any direct benefit. At the same
time, there are already a number of dedicated ‘third party’
linkage centres around Australia with significant expertise,
and the resources to undertake record linkage [13, 1, 4].

Privacy preserving protocols also differ in the level of pri-
vacy they provide. The lowest level of privacy are provided
by techniques such as the statistical linkage key (SLK) [16],
which simply amalgamate personally identifying attributes
(like name, date of birth and gender) into one variable in
clear text. The next level of privacy techniques encodes data
using hash functions so that those with access cannot learn
any information directly from the encoded values; however
these encoded values are vulnerable to frequency attacks,
which can leak personally identifying information. A final
class of privacy techniques encrypts data in such a way that
it is not possible to learn any information about individu-
als. Such methods utilise cryptographic techniques similar
to those used in modern computing. Few methods such as
these exist, and those that do typically require data custodi-
ans to carry out multiple computations and communication
steps [29, 7, 31].

For a privacy preserving record linkage protocol to be prac-
tical, it needs to be secure, efficient and provide high linkage
quality; ideally both linkage efficiency and quality would be
comparable to what can be achieved with un-encoded per-
sonal identifiers. Record linkage is computationally expen-
sive, and while tight turnaround times are not always re-
quired for record linkage processing, slower algorithms can
result in impractical processing times and unworkable so-
lutions [10]. In addition to responsive linkage services, re-
searcher expectations also include high quality matching to
ensure they can draw the correct conclusions from their re-
search [12].

1.2 Privacy preserving record linkage using

Bloom filters

A protocol for privacy preserving linkage that appears most
promising utilises Bloom filters to encode data in a way that
is both efficient, and allows string similarity measures (im-
portant for ensuring high linkage quality) to be computed.
The use of Bloom filters for privacy preserving record link-
age was first proposed by Schnell in 2009 [24]. Since then,
there have been numerous variants, extensions and evalua-
tions of this protocol [23, 25, 19, 8, 30, 15]. The method has
been shown to provide similar linkage quality to that found
in probabilistic record linkage with un-encoded identifiers,
and to be efficient enough for large scale linkages [23].

However recent evaluations have shown this method may be
vulnerable to frequency attacks; first in its original field level
form [22, 19], and then later for record level Bloom filters
[18]. As such, in situations where very high levels of privacy
are required, this method may not be sufficient.

1.3 Objectives of this paper

In this paper we outline an extension to the generic Bloom
filter protocol, which utilises a somewhat homomorphic en-
cryption scheme that allows us to calculate a similarity met-
ric on fully encrypted identifiers. We implement and eval-
uate this method on a sample of real data sourced from
hospital emergency departments.

2. PROTOCOL

2.1 Overview

Our proposed protocol is a 'four party’ protocol; it utilises
two independent parties to conduct linkage. One has respon-
sibility for conducting the actual linkage (the linker), while
the second has responsibility for decrypting the similarity
score of the resulting record-pairs (the decrypter). In our
protocol, data is first encoded into Bloom filters using the
methods developed by Schnell [24]. We utilise record level
Bloom filters [25] (where all fields from a record are placed
within a single Bloom filter) although our method would also
work with field level Bloom filters. These Bloom filters are
then encrypted using the system described below, again at
an individual record level. This encryption will use as input
a public key supplied by the decrypting third party. This
two-stage encryption process (personal identifiers encoded
into Bloom filters which are then encrypted) is carried out
by the data custodians. It should be noted that our proto-
col does not limit the number of data custodians to two; any
number of data custodians can be involved in the linkage.

The encrypted data is then sent to the linker, who conducts
the required linkage. The output of this linkage (a list of the
record-pairs which have been compared along with their en-
crypted similarity score) is then sent to the decrypter, who,
with possession of the private key, can decrypt the similarity
score. The role of the decrypter must be separate from the
linker, as giving the linker access to the private key to de-
crypt the encrypted similarity score would also allow them
to decrypt the encrypted Bloom filters. An outline of these
data movements is shown in Figure 1.

2.2 Bloom filter method

A Bloom filter is a binary vector of a set length with all
values initially set to zero. Using the method outlined by
Schnell [24], bigrams (overlapping sets of two letters) of per-
sonal identifiers are hashed, with their modulus taken with
respect to the length of the Bloom filter. The correspond-
ing position in the Bloom filter is then set to 1. There are
several variations to this method; in our implementation all
personally identifying fields (i.e. first name, surname, date
of birth, sex, and address) are placed within a single large
Bloom filter.

Bloom filters can be compared using typical set similarity
comparisons. In this implementation we focus on the dice
coefficient metric, outlined in section 2.6.

2.3 Homomorphic encryption

A homomorphic encryption scheme allows computations to
be carried out on encrypted data producing encrypted re-
sults; when this encrypted data is finally decrypted, the de-
crypted results match the results of those same operations
performed on an unencrypted version of the data. While
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Figure 1: Data movements for the proposed protocol

homomorphic encryption protocols have existed for many
years, protocols prior to 2000 only supported simple opera-
tions of either addition or multiplication. In 2009, Gentry
developed the first fully homomorphic encryption system
which allowed arbitrary calculations [11], and since then
a large number of advances in this area have been made.
However fully homomorphic systems are still too slow to be
practical for most purposes [20].

Somewhat homomorphic encryption schemes only support
a limited number of operations on encrypted data; how-
ever they are much faster and thus far more practical. In
this paper we utilise a somewhat homomorphic encryption
scheme developed by Lauter, Naehrig and Vaikuntanathan
[20], along with a packing method for encrypting data devel-
oped by Yasuda [32] which allows us to compute similarity
measures.

2.4 Encryption method

This scheme of Lauter, Naehrig and Vaikuntanathan [20]
bases its security on the ring learning with errors problem.
In colloquial terms, this problem is based on the difficulty
of distinguishing a true signal (in this case, the secret) from
noisy data. The problem, while relatively recent, is believed
to be exponentially hard [20], and forms the basis for nu-
merous modern cryptosystems [2, 21].

The scheme used in this paper allows an arbitrary number
of additions of encrypted values, along with a set number of
multiplications.

The system utilises several parameters. These include;

- The dimension n, which is a multiple of 2, and the corre-
sponding cyclotomic polynomial f(z) = 2™ + 1.

- The modulus ¢, a prime. Together, ¢,n and f(x) define

the rings R := Z[z]/f(z) and Ry := R/qR = Zq[z]/ f ().

- The standard deviation o of a discrete Gaussian error dis-
tribution .

- An integer t < g, which defines the message space.

Description of the algorithms key generation, encryption and
decryption are given below. These are taken verbatim from
Yasuda et al [32].

Key Generation We choose an element R 5 s < x and
sample a random element a; € R, along with an error R >
e < x. We define the public key pk as (ao,a1), where ag :=
—(a1 - s+t-e), and we define the secret key sk as s.

Encryption For a plaintext message m € R:, with public
key (ao,a1), the encryption samples R > u, f,g + x and
computes Enc(m,pk) = (co,c1) = (aou+tg+m,aru+tf) €
(Ry)?, where m € Ry is considered an element of R,.
Decryption For a ciphertext ct = (co,...,ce) € (Ry)SH
(homomorphic multiplication will increase ciphertext size),
with private key s, decryption is computed by Dec(sk,ct) =
[M]ymod t € Ry where m = % ¢;s' € Ry.

2.5 Packing method

The homomorphic encryption scheme described above will
allow us to encrypt individual numbers, and perform oper-
ations on these encrypted numbers. It is possible then to
use the scheme to compute the dice coefficient of two Bloom
filters, by first encrypting each element in the two Bloom
filters individually, multiplying the elements of each posi-
tion together, and summing these results. However such a
scheme would be extremely slow, requiring a large number
of encryptions and computations for every comparison.



Packing methods provide an alternative, allowing a vector
of values to be encrypted in a single operation. Operations
can then be homomorphically computed on this vector. In
this work we utilise a packing method developed by Yasuda
[32]. This method allows us to encrypt an entire Bloom filter
(essentially a binary vector) at once, and compute its inner
product using a single multiplication operation.

For a Bloom filter A of length n with elements Ao, ..., An—1
we define two packed ciphertexts.

n—1
ForwardPack(A) = Z Az’
1=0

n—1
BackwardPack(A) = — Z A"
i=0

where ¥ refers to the regular summation operator. Both of
these polynomials are then encrypted as described in 2.4.
Each Bloom filter is both forward and backward packed;
that is, there are two encrypted values for each Bloom filter.

We can compute the inner product of two Bloom filters by
multiplying one Bloom filter’s forward packing by the others
backward packing, as shown below.

ForwardPack(A) x BackwardPack(B)
n—1 ) n—1 )
= (D A’y x (=) Baa"™")
i=0 i=0

n—1
:..._(ZAZ.BM")JF...
1=0

= 1 A-B+t..

in R, since " = —1 with all other terms non-constant.
Thus after a multiplication, upon decryption, the value of
the constant term in the resulting polynomial will be our
inner product.

2.6 Computing similarity measures
The most common metric used in Bloom filter similarity
calculations is the dice coefficient, typically expressed as

2h
Dice C icent = —
ice Coefficenta,p s

where h refers to the number of positions in both bloom
filters set to 1, and a and b refer to the number of positions
set to 1 in bloom filters A and B respectively.

This equation can be re-written as
2A-B
A-A+B-B
where - refers to the inner product operation. This allows

us to compute the dice coefficient using the packing method
described above.

Dice Coefficenta,p =

The cryptosystem employed does not allow integer division;
instead, we calculate the encrypted values of the numera-
tor and denominator separately. Both of these values are
provided (encrypted) to the decrypter for each record pair.
Once decrypted, the decrypter can calculate the dice coeffi-
cient from these two provided values.

2.7 Related work

Our protocol aims to allow linkage to be conducted with
only the minimum participation of data custodians, and to
a level of security where frequency based information is not
available to the independent third parties.

There have been a number of related works published in the
literature. A range of secure set intersection protocols have
been proposed [26, 27, 17], many of which adopt homomor-
phic encryption methods to ensure security. While these
methods have strong security equivalent to our protocol,
they operate without the use of an independent third party,
and instead require multiple communication steps from data
custodians.

The closest protocol to the one described in this paper is by
Kantaricioglu et al. [14], who provides a method for privacy-
preserving joins utilising homomorphic encryption and two
independent third parties. Similar to our work, in this proto-
col data custodians are only required to encrypt and trans-
fer their data, taking no further part in the protocol. A
uniquely identifying key is used to determine whether two
records should be joined. A homomorphic subtraction oper-
ation is then performed when comparing individual records;
where this subtraction (when decrypted) equals to 0, the two
records have the same unique identifier, and so are joined.

The main difference between our method and Kantari-
cioglu’s is that ours is aimed at the problem of record linkage,
where we do not have keys which uniquely identify individ-
uals across distinct datasets. Our proposed method toler-
ates the full range of ‘noisy’ data, utilising approximately
matching techniques to handle missing values, misspellings,
incorrect values and changing values over time. Previous
evaluations of the approximate matching method used in
our protocol have shown it to perform as well as probabil-
stic linkage on un-encoded identifying information [23].

3. EVALUATION

3.1 Evaluation details

We evaluated this system by performing a deduplication of
275,626 event records (one years’ worth) from an emergency
presentation data collection. First name, surname, date of
birth, sex, address and postcode fields were used in linkage.
These fields were mapped into a single 512 bit bloom filter,
using weighting methods developed by Durham et al [9]. A
standard blocking method was used to enable timely linkage;
the date of birth field was used as the sole block.

Bloom filters were then encrypted using the encryption
scheme described above. Our system utilised the param-
eters n = 1024, 0 = 8, t = 512, and ¢, a 54 bit prime. These
parameters were chosen to be the most efficient possible,
while both ensuring correctness of results, and a security
level equivalent to 128 bits; the detail of determining ac-



Table 1: Results from de-duplication of emergency presentation data

Linkage Type

Precision | Recall | F-Measure

Linkage on un-encoded identifiers

0.985 0.978 0.981

Linkage with unencrypted bloom filters

0.985 0.977 0.981

Linkage with encrypted bloom filters

0.985 0.977 0.981

curate and secure parameters is described in Lauter et al
[20].

Our linkage quality results were evaluated using precision
and recall measures, as recommended in the record linkage
literature [6]. Efficiency and privacy were also evaluated
with reference to measures described within the privacy pre-
serving literature [28]. The emergency presentation dataset
had been previously independently linked by a data linkage
unit with their results made available to us. The results were
used as the ‘truth set’” with which we compared our results.

Encryption, linkage and decryption were performed on a 64-
bit Windows Server virtual machine with an Intel Xeon E5-
2609 CPU at 2.4GHz, with 32GB of memory. Our imple-
mentation utilised a single core.

3.2 Results

The results for the linkage of emergency presentation data
using encrypted Bloom filters, unencrypted Bloom filters,
and un-encoded personal identifiers are shown in Table 1.
As expected, there was no difference in quality between en-
crypted Bloom filters and unencrypted Bloom filters. The
Bloom filter methods result in linkage quality equal to that
achieved by linkage with un-encoded identifiers.

The encrypted Bloom filter linkage took slightly over 12
hours to complete, while the encryption step took 4 hours
and 20 minutes, and the decryption of the answer file took
almost 17 hours. A total of 1,164,305 record comparisons
were performed.

In terms of individual operations, a single inner product cal-
culation took, on average, 31 milliseconds, while encryption
of a single record took 58 milliseconds, and decryption of a
single record-pair took 52 milliseconds.

Our implementation was significantly slower than the more
optimised implementation reported on by Yasuda et al [32].
Using equivalent parameters, our inner product calculation
(i.e. our linkage) was 27 times slower, while our encryp-
tion and decryption of data was 23 and 14 times slower, re-
spectively. While their CPU was slightly faster (Intel Xeon
X3480 at 3.07GHz), the majority of this difference appears
to be due to code optimisations.

In terms of privacy, using the privacy metrics of Vatsalan
[28], our protocol on its own has a degree of privacy of 0.0
(absolute privacy), as all records have completely different
ciphertext values. However our protocol is not complete; for
efficiency, it requires a blocking component to be used in
conjunction which itself may decrease privacy.

4. DISCUSSION

As expected, the linkage quality achieved through our pro-
tocol was the same as that achieved using the regular Bloom
filter method, and the same as that achieved through prob-
abilistic linkage. The advantage of the presented method-
ology is a far higher level of security over the Bloom filter
method. This method provides a level of security equiva-
lent to that provided by regular encryption algorithms, and
removes the possibility of frequency attacks; the same plain-
text value can encrypt to a very large number of ciphertext
values.

By building upon the Bloom filter methods previously pub-
lished, our methodology can be expected to achieve the same
level of linkage quality as other Bloom filter methods. It can
also leverage off the significant work already conducted to
improve and refine the Bloom filter methodology, such as
Durham’s weighting method (used in this paper) [9].

A key limitation to our proposed method is speed. As cur-
rently implemented, our method is only suitable for small
linkages. However, our naive implementation is approxi-
mately 14 to 27 times slower than the more optimised version
developed by Yasuda [32]. By optimising the code used in
our implementation, our method would be suitable for larger
dataset sizes. Additional performance improvements could
be made by using distributed computing techniques. Given
the high security level of our encryption method, it may also
be feasible to utilise public cloud computing resources to per-
form our inner product calculations, which would provide
substantial potential for scalability. The blocking method
used (comparing only records with the same date of birth)
is relatively strict, and similarly strict blocks may be a re-
quirement to ensure the efficiency of this method.

S.  CONCLUSIONS

As far as we are aware, this is the first record linkage pro-
tocol which provides a demonstrably high level of security,
without requiring numerous communication steps by data
custodians. Future developments will focus on improving
performance to a comparable level with that achieved by
Yasuda et al [32].

This paper presents a protocol for record comparison, and
does not provide any recommendations for private blocking
systems. However, a private blocking scheme is necessary for
a complete private linkage system. Future work will explore
the use of more secure blocking methods.

Our protocol provides protection against attacks by the
third or fourth party; however it does not protect against
collusion by these two parties. Should these parties collude,
the security of our system reduces to that of the regular pri-
vacy preserving linkage using Bloom filters (which has been
evaluated previously [18]).
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